PRIVACY POLICY AND INFORMATION ON COOKIES
White Horse Insurance Ireland dac (“we” “our” or “us”) is part of the Thomas Cook Group.
We understand and respect the importance of protecting your personal data. This Privacy Policy sets
out the basis on which any personal data we collect from you, or that you provide to us, will be
processed by us, in respect of your relationship with us as a customer or a potential customer. This
information may be collected via our websites (“Sites”), through our call centres or stores, our
mobile applications (“Apps”), our questionnaires/surveys, or our social media channels (collectively,
our “Services”).
Please read the following information carefully.
Please Note: You are responsible for ensuring that any other people that you are acting on behalf of
(such as those included with you on an insurance policy), are aware of the content of this Privacy
Policy and you have checked with them that they agree to their personal data being given to us on
their behalf.

By purchasing from us or otherwise giving your personal data to us, we will transfer, store or process
it as set out below. We will take all reasonably necessary steps to ensure that your data is treated
securely and in accordance with this Privacy Policy.

Which companies does this policy apply to:
White Horse Insurance Ireland dac underwrites your insurance policy, but a number of other
companies distribute insurance policies underwritten by us. This policy covers the data that we
hold about you. Read on to find out more…..
This Privacy Policy applies to the insurance and associated services provided by us as a data
controller (please see ‘Contact Us’ below for our registered address) and our subsidiary White Horse
Administration Services Limited who processes data on our behalf. Additional data controllers may
include third parties/brokers who are responsible for the sale and distribution of the insurance
product.

What types of personal data do we collect about you and why do we collect
it:
We collect and use certain personal data about you and about any other person you include on
your policy. The sort of personal data we collect is information that you provide to us, that we
collect from you or observe about you, or that we obtain from other sources. Read on to find out
more……

Personal data you give to us


When you make a purchase or seek a quotation we will ask you for your personal
information which may include your name, address, e-mail address, telephone number, date
of birth, bank account details or payment card details, security questions and certain other
information (such as destination of travel). In addition to collecting personal information
about you, we may also collect personal information about other people you wish to insure
on the policy. We need to collect this information in order to provide the products and other
services you are requesting. Where you have bought your insurance from a third party
distributor, we will receive these details directly from the third party.



Particularly in relation to insurance products, we may ask you for information about medical
or other health conditions and disabilities about the person who is being insured, their
family members and other persons to be insured on the policy. We need to collect this
information so as to be able to provide you with a quote for insurance, to arrange the
insurance contract and to deal with claims. This information is referred to as ‘special
categories’ of personal data and when you give us this information we’ll use it to try and
ensure your particular needs regarding proceeding with an application or any claim are met.
We may have to share that data with our third-party suppliers and transfer it outside the UK,
EU or European Economic Area (EEA), as described in this Privacy Policy. When we do this,
we will ensure that we transfer the data securely and according to regulatory requirements.
If you do not want to provide this information to us, or after you have provided us with this
information you ask us or our data compliance department to stop processing this
information, it may mean we won’t be able to provide all or parts of the services you have
requested.



Personal information required to be collected for the purposes of handling, investigation
and/or paying insurance claims from you and any relevant insured parties.



If you enter a competition or promotion, complete a survey, or if you report a problem with
any of our Services, we will collect your name and relevant contact information and any
other personal information you choose to give us.



If you contact us online, we may keep a record of your e-mail or other correspondence, and
if you call us by telephone, we may monitor and/or record phone conversations. The
monitoring and recording of telephone calls ensures that we have an accurate record of
instructions and information provided to us, for training purposes, to assist in the resolution
of complaints, to improve our customer service and to prevent or detect fraud.



If, when using our Services, you search on our website or provide any of your personal data
(including telephone number or e-mail address), but do not make a purchase, we will keep
and use the data you’ve provided for a limited time and purpose, as mentioned below.

To help us keep your information current, accurate and complete, please ensure you tell us if
anything needs to be changed.

Personal data we collect and/or observe about you
Based on how you have used our Services in the past and your activity on our website, social media
channels, we collect the following personal data about you:


Details of the services we have provided to you in the past, including your previous
purchases and searches, and matters related to those arrangements, such as details of your
previous requirements or complaints.



We collect details of your visits to our Sites and Apps (including, but not limited to, traffic
data, location data and weblogs) whether this is required for our own purposes or
otherwise, and of the resources that you access. We use third party technology services,
such as Google Analytics to administer these services.



We collect details of website(s) you visited before you use a link to our Sites, pages visited in
our Sites, and time spent on each page.



We may collect information about your computer (or mobile device/tablet) including, where
available, your IP address, operating system, device location, browser type, cookie
identification numbers, for system administration purposes, marketing purposes (both our
own, and third-party advertisers for whom we provide advertising services) and to report
aggregate information to our advertisers. This is statistical data about our users' browsing
actions and patterns, and any reports we share do not identify any individuals.

Personal data obtained from other sources
We might also receive your personal data from third party sources who collect information about
you. This includes:


For insurance policies where there is more than one person insured on the same policy, we
may obtain personal information about you from any of the insured parties on your policy.



If you tell a third party that you would like to receive marketing communications from us,
they will securely transfer your contact details and marketing preferences to us.



If you complete any of our customer feedback questionnaires/surveys, the information you
provide will be processed on our behalf and provided to us by a third party such as Trust
Pilot A/S.



From fraud prevention agencies.

Where your data is stored and who it’s shared with:
Your personal data is held on a combination of our own systems and systems of the suppliers we
use to provide our services. Read more here…..
When you give your personal data to us, some personal data will also need to be given to and
processed and stored by relevant third parties. These third parties include:
-

-

-

-

other companies within the Thomas Cook Group.
our product partners, data processors (companies that act as service providers under
contract with us and only process your personal information as instructed by us).
our distribution partners/brokers, where sales of insurance are underwritten by us.
claims handlers and emergency assistance providers for the purposes of handling,
investigating and/or paying insurance claims to provide you with the arrangements and
assistance you require.
our card payment facilitators and other relevant third parties such as fraud investigators,
that help us process customer payments or assist us in detecting and preventing
fraudulent payments or claims.
regulatory authorities and state organisations e.g. the Financial Conduct Authority,
Central Bank of Ireland, Financial Services and Pensions Ombudsman, Financial
Ombudsman Service, relevant tax authorities or law enforcement authorities.
other insurance companies where there is shared liability as part of an insurance claim
including for recoveries or for the prevention or detection of fraud.
reinsurers, where we are required to pass on information for underwriting or claims
purposes.
service providers acting for us such as IT suppliers, actuaries, auditors, lawyers, data
storage companies.
healthcare practitioners and medical institutions.
anyone with authorisation or permission to act on your behalf about your insurance
policy or claim (including other relevant individuals under a policy), includes legal
representatives, medical practitioners.

Some of these third parties may be based outside of the UK, EU European Economic Area (“EEA”).
Organisations that are based outside of the UK, EU or EEA may not be subject to the same level of
controls in regard to data protection as exist within the UK and the EEA. We aim only to transfer
your data to third parties outside of the UK, EU or the EEA where either:
(a) your personal information will be subject to one or more appropriate safeguards set out
in the law, if you’d like more information about our safeguards, please contact us. These
safeguards might be the use of standard contractual clauses in a form approved by
regulators, or having our suppliers sign up to an independent privacy scheme approved by
regulators (like the US ‘Privacy Shield’ scheme);

(b) the transfer is necessary to enable your contract to be performed;
(c) your consent has been obtained; or
(d) on the basis of necessity for the protection of your vital interests or those of another
natural person (e.g. where there is a serious risk to life).

How do we use your information when providing our services to you:
In order to provide our services to you, we use the information we hold in a number of different
ways. Read more here……
We may use and process your personal information (including special category data such as
information on your health specifically for insurance purposes) where we have a specific legal basis
to do so under applicable national law.
In certain jurisdictions, we rely on local Data Protection Law that allows us to use health data in
connection with your insurance policy, we may need to use health data for the purposes of providing
quotes, processing claims, fraud investigation and handling complaints you may have.
The following activities are carried out by us using your personal data because it is necessary in
relation to a contract which you have entered into or because you have asked for something to be
done so you can enter into a contract;


To provide you with a quotation for an insurance product;



Providing the Services internally and through our suppliers, to ensure the services you have
requested are arranged, including claims-handling and related activities;



To communicate with you regarding your insurance contract, making any changes,
answering queries, providing updates, carrying out renewal of insurance policies;



We may use automated decision-making for medical screening purposes where we need to
make an assessment of risk for certain pre-existing medical conditions. This means that your
personal data (including special categories of personal data), such as your age, your medical
history, as provided by you, will be used to evaluate and predict the level of risk associated
with providing you with a contract of insurance. The criteria used in this assessment will
enable us to determine whether we can offer you cover or whether you may be required to
pay an additional premium for cover.
If we make a decision about you through information processed by automated means and
the decision made by us produces a legal effect concerning you (such as the rejection of
offering you insurance cover), or significantly affects you, you may have the right to contest
that decision, express your point of view and ask for a human review.

We may use and process your personal information as set out below where it is necessary for us to
carry out activities for which it is in our legitimate interests as a business to do so:


To improve customer experience;
o To allow you to participate in interactive features of our Sites and Apps, when you
choose to do so;
o To ensure that content from our Sites and Apps is presented in the most effective
manner for you and for your computer;
o To notify you about changes to our service.



To protect our business against financial loss;
o For debt collection or credit vetting;
o For payment card and booking verification (including using Google reCAPTCHA on
some of our Sites to ensure only genuine customer bookings are made);
o To obtain reinsurance for the business we underwrite;
o Sharing with other insurers in respect of recoveries or shared liabilities;
o For preventing and detecting fraudulent or criminal activity.



To promote our business, improve our products and services;
o To send marketing correspondence about products and services similar to those you
have previously bought from us. You can opt out and object to our sending you
electronic marketing information and this option will be included in every marketing
message we send you. See the section ‘When and how do we use your information
for marketing for more information’;
o For statistical analysis and actuarial reporting;
o To contact you if you make an enquiry with us on our website but do not complete a
purchase to check if there was a problem or you need any assistance.
o For internal research/analysis to improve the quality of our Services, the products
we offer and new products we are developing by:
 Inviting customers to take part in surveys or customer/business discussion
groups;
 Using aggregated customer data to make informed decisions based on
analysis of customer booking or other purchase trends and behaviours;
 Management information purposes including risk assessment, performance
reporting and management reporting.
o

To promote our business, brands and products and measure the reach and
effectiveness of our campaigns;
 To contact you with targeted advertising delivered online through social media
and other platforms operated by other companies. You may receive advertising
based on information about you that we have provided to the platform or
because, at our request, the platform has identified you as having similar
attributes to the individuals whose details it has received from us. To find out

more, please refer to the information provided in the help pages of the
platforms on which you receive advertising from us;
 To obtain more information about you by sharing your personal information
with technology companies or platforms who may also hold information about
you and can match their records with ours. We/these companies may use
cookies to match the personal information each of us hold about you (see
further our Cookies Policy).

We use this information in two ways:
(i)

(ii)



We identify links between your attributes and your behaviours and market
to others with the same attributes, in our direct marketing campaigns and
through targeted advertising delivered through our Sites, Apps or third party
platforms including social media channels;
We tailor and personalise our interactions with you to make them more
relevant to your interests. These interactions include your journey around
our Sites and the content that appears on it and marketing communications
we send or show to you in our direct marketing campaigns and through
online targeted advertising described in the paragraph above. Please see
‘How we personalise marketing for you’ for more information;

To support any potential company sale or acquisition;
o In the event that we sell or buy any business or assets, we may disclose your
personal data to the prospective seller or buyer of such business or assets.

We may use and process your personal information as set out below where we consider that it is in
your vital interests that we do:


To assist you or arrange for assistance to be provided to you by third parties either in the
event of an incident or emergency.

We may use and process your personal information as set out below where we have your consent to
do so:


To assist you or arrange for assistance to be provided to you by third parties where you have
special requirements in relation to medical, health or diet;



To send marketing correspondence about our products and services where we have asked
for your permission to do so. See the section ‘When and how do we use your information
for marketing for more information’.

We and third parties acting on our instructions, such as external law firms and their employees, may
use and process your personal information as set out below where there is a legal requirement for
us to do so:




For resolving complaints, dealing with disputes and legal proceedings. This might include
contacting you proactively if we need to resolve any issues you may be experiencing or have
experienced with a booking or other purchase.
To comply with relevant legal and regulatory obligations e.g. keeping proper books and
records.

When and how do we use your information for marketing:
To find out more about our marketing communications, including when and how we may contact
you and how you can opt out of marketing, please read more here…..
If you have made an enquiry or purchase on one of our Sites, through a Thomas Cook store or
contact centres, your personal data may be used by us in the ways the law allows, to contact you by
post, electronic means (e-mail or text message) and/or by phone with information and offers
relating to products or services that you can book/purchase from Thomas Cook companies. We will
only do this if you did not opt out of such marketing at the point where we collected your contact
details.
If you have not made an enquiry or purchase, we will only send you information and offers by e-mail
or text message if you sign up (opt in) to receive such marketing, either directly through us or by
telling a third party that you would like to receive marketing from us.
If you have not purchased your insurance through a Thomas Cook branded provider, we will not use
your information for marketing purposes unless you have expressly opted in to this use of your
information.
The type of products and services that can be booked/purchased through Thomas Cook are shown in
the table below. You will only receive marketing communications about those which we think are
relevant to you:
Travel and travel related
services from our group
companies

 Holidays and travel
arrangements from
Thomas Cook Tour
Operations Limited
trading as Thomas Cook,
Airtours, Signature,
Flexibletrips, Club 18-30,

Insurance products from us

 Travel Insurance and
Roam (insurance App)

For financial products or
services from Thomas Cook
Money Ltd
 Foreign Exchange, Lyk
(Pre-Paid Currency
Cards), Money Transfers,
Thomas Cook Gift Cards,
supplied by TCCT Retail
Ltd.

Thomas Cook Sport,
Thomas Cook City
Escapes, and Manos

 Travel Insurance and
Roam (insurance App)
underwritten by us).

 Flights and flight ancillary
services (such as in-flight
meals, and ‘Airshoppen’
online duty-free service),
from Thomas Cook
Airlines Limited and
Thomas Cook Airlines
Scandinavia A/S
 Escorted tour holidays
from Adventures
Unlimited Inc. (under
under the name ‘Thomas
Cook Tours’ under licence
from Thomas Cook Group
PLC)

We will not pass your contact details to a third party that is not one of our business partners
involved in providing Thomas Cook services or products for them to contact you or send you
marketing communications unless you have expressly agreed that we may do so.

How do we personalise our marketing to you:
To try and ensure that our marketing communications and advertising are relevant to you, we
work with third parties to offer a better experience to customers and potential customers. You
can find out how we do this by reading more here…….
Using new technologies and with the help of our advertising agencies and marketing activation
platforms, we may use your personal information in the following ways:


to try to ensure any marketing communications we send to you are offering products or
services likely to be of interest to you.



to tailor and track our digital marketing (for example, our internet banner advertisements)
and links from our marketing partners' websites to our Sites. This digital marketing may
include marketing related to Thomas Cook or marketing related to third parties to whom we
provide advertising services.

Our business partners and advertising networks may serve you with non-personalised adverts on
our Sites via advertising technology Google Double Click for Publishers. Non-personalised adverts
are targeted using contextual information regarding the pages visited on our site, rather than the

past behaviour of a user. We allow third parties to collect information about your online activities
using cookies and other technologies. The third parties may include other Thomas Cook companies,
our suppliers/business partners who collect information when you view or interact with an advert on
one of our Sites, and advertising networks. We also collect information about your online activities
using cookies and other technologies when you use websites other than our Sites to provide
advertising services to third parties. This technology allows us to display an advert to you relating to
a third party on other websites based on your page visits and other behaviours whilst on our Sites.
The information collected by these third parties might be used to make predictions about your
preferences or interests and to display adverts on our Sites or across the internet appropriate to
those perceived interests. Please see our Cookies Policy for more information.

What you need to do if you don’t want our marketing communications:
We understand you might no longer want to hear from us and that’s ok. It is easy to opt-out or
unsubscribe, please read more here…..
You have the right at any time to ask us not to process your personal data for marketing purposes.
You can exercise your right to prevent such processing by selecting the ‘no marketing’ option on the
forms we use to collect your data. You can also exercise this right at any later time by using the
unsubscribe link on any marketing e-mail you receive, by following the opt-out instructions on any
direct marketing communication sent by post, or by sending an unsubscribe request to: Data
Protection Officer, White Horse Insurance Ireland dac, Rineanna House, Shannon Free Zone,
Shannon, County Clare, Ireland.
Please note – when you unsubscribe from marketing in respect of insurance, this opt-out will
apply only to White Horse Insurance Ireland. If you receive marketing directly from a Thomas
Cook Holiday Company and if you wish to opt-out from their direct marketing, you will need to
follow the instructions on their website or follow unsubscribe notices in their marketing
communications.

Your rights in relation to any personal data we hold about you:
You have a number of rights in relation to your personal information under data protection law.
To find out more, please read here…..
Your Right to Access Your Personal Information
You have the right to make a Data Subject Access Request in many circumstances. That is a request
for access to the personal information that we hold about you. If we agree that we have to provide
personal information to you (or someone else on your behalf), we’ll provide it to you or them free of
charge.

We may ask for proof of identity and sufficient information about your interactions with us that we
can locate your personal information. That may include information about your previous purchases.
If someone is acting on your behalf, they will need to provide written and signed confirmation from
you that you have given your authority to that person/company for them to make the request. We
will ask for this to be provided before we give you (or another person acting on your behalf) a copy
of any of your personal information we may be holding. We may not provide you with a copy of your
personal information if it includes the personal information of other individuals or we have another
lawful reason to withhold that information.
Please see the section titled ‘How to Contact Us’ if you need to make a Data Subject Access Request.
Correcting and updating your personal information
The accuracy of your information is important to us and we are working on ways to make it easier
for you to review and correct the information that we hold about you.
In the meantime, if you change your name or address/e-mail address, or you discover that any of the
other information we hold is inaccurate or out of date, please let us know by contacting us using the
details below.
Withdrawing your consent
Where we rely on your consent as the legal basis for processing your personal information, as set
out in section above titled ‘How do we use your information when providing our services to you’,
you may withdraw your consent at any time. If you would like to withdraw your consent to receiving
any direct marketing to which you previously opted-in, please see the section titled “What you need
to do if you don’t want our marketing communications’ for further details.
If you would like to withdraw your consent to us processing any information concerning medical
conditions, disabilities and special requirements, please contact us using the contact details below.
Please note if you ask us to stop processing this information, it may mean we won’t be able to
provide all or parts of the services you have requested.
If you withdraw your consent, our use of your personal information before you withdraw is still
lawful. Please note that exceptions may apply where we may need to continue to process your data
e.g. in order to fulfil other legal obligations or legitimate business interests.
Objecting to our use of your personal information
Where we rely on our legitimate business interests as the legal basis for processing your personal
information for any purpose(s), you may object to us using your personal information for these
purposes by e-mailing or writing to us at the address provided at the end of this policy. Except for

the purposes for which we are sure we can continue to process your personal information, we will
temporarily stop processing your personal information in line with your objection until we have
investigated the matter. If we agree that your objection is justified in accordance with your rights
under data protection law, we will permanently stop using your data for those purposes. Otherwise
we will provide you with our justification as to why we need to continue using your data.
Erasing your personal information or restricting its processing
In certain circumstances, you may ask for your personal information to be removed from our
systems by e-mailing or writing to us at the address at the end of this policy. Provided we do not
have any continuing lawful reason to continue processing or holding your personal information, we
will make reasonable efforts to comply with your request. Please note that exceptions may apply
where we may need to continue to process your data e.g. in order to fulfil other legal obligations or
legitimate business interests.
You may also ask us to restrict processing your personal information where you believe it is unlawful
for us to do so, you have objected to its use and our investigation is pending or you require us to
keep it in connection with legal proceedings. We may only process your personal information whilst
its processing is restricted if we have your consent or are legally permitted to do so, for example for
storage purposes, to protect the rights of another individual or company or in connection with legal
proceedings.
Transferring your personal information in a structured data file
Where we rely on your consent as the legal basis for processing your personal information or need
to process it in connection with your contract, as set out in section titled ‘How do we use your
information when providing our services to you’, you may ask us to provide you with a copy of that
information in a structured data file.
You can ask us to send your personal information directly to another service provider, and we will do
so if this is technically possible. We may not provide you with a copy of your personal information if
it contains the personal information of other individuals or we have another lawful reason to
withhold that information.
How to contact us:
Any subject access request can be made in writing to:
Data Protection Officer, White Horse Insurance Ireland, First Floor, Rineanna House, Shannon Free
Zone, Shannon, County Clare, Ireland.

Alternatively you can make a subject access request by e-mail to: customerservice@white-horse.ie
You can also make a request when speaking to any of our customer service team or claims handling
team.
Once you have made your request and provided us with the information we need to begin a search
for the data we hold on you (including proof of identity), we will have 30 days to respond.
Making a complaint
We encourage you to contact us if you have a complaint and we will seek to resolve any issues or
concerns you may have.
You have the right to lodge a complaint with the data protection regulator where you believe your
legal rights have been infringed, or where you have reason to believe your personal information is
being or has been used in a way that doesn’t comply with the law. The contact details for the Office
of the Data Protection Commissioner (DPC), the data protection regulator in Ireland, are available on
the DPC’s website.
If you wish to contact us about this Privacy Policy, you can e-mail or write to the Data Protection
Officer using the contact details above.

Keeping hold of your personal data:
If you want to find out more about our data retention policy, please read more here…..
Where you’ve made a purchase or claim with us, your personal information will be retained to
ensure we provide the best possible customer service to you and to comply with our regulatory
retention requirements. For example, if you purchase a product from us, we will keep your data for
up to 7 years. We will keep your data for marketing purposes for up to 2 years. In some cases, such
as where there is a dispute or a legal action we may be required to keep personal information for
longer. We also retain your personal data for legal and audit purposes only for as long as necessary
and in accordance with any retention period required by law.

What is our approach to data security:
We take data security very seriously, to find out our approach to this please read more here…..
The transmission of information via the internet is not completely secure, and although we will do
our best to protect your personal data, we cannot guarantee the security of your data transmitted to
our Sites, therefore any transmission is at your own risk. Once we have received your information,
we will take all reasonable steps to keep your personal data secure and to try to prevent any
unauthorised access, use or loss of your data, by putting in place appropriate security measures and
limiting access to those who have a business need to know. All information you provide to us is

stored on our secure servers. Any payment transactions will be encrypted using SSL technology.
Where we have given you (or where you have chosen) a password which enables you to access
certain parts of our Sites, you are responsible for keeping that password confidential. We ask you
not to share a password with anyone.
We have a process to deal with any suspected personal data breach and will notify you and the ICO
of a breach where legally required to do so.

What happens when you follow a link from our website to a third party
website:
Thomas Cook Group Sites and Apps include links to other websites which include privacy policies
of their own. To learn more about this, please read here……
Thomas Cook Group Sites and Apps contains links to and frames of websites of our principals,
suppliers, advertisers and other third parties. You can tell when a third party is involved in supplying
a product or service you have requested because their name will appear with ours. If you follow a
link or otherwise use any of these other websites, please note that these websites have their own
privacy policies and that we do not accept any responsibility or liability for these policies or for these
third-party websites. Please check these policies before you submit any personal data to these
websites.

COOKIES
Thomas Cook Group Sites use cookies to distinguish you from other users. You can find out more
about what cookies are at: http://www.allaboutcookies.org/. The cookies used on our Sites fall into
the following categories:


Essential Cookies

Some cookies are essential to make our Sites work properly and to allow you to make purchases and
enable us to fulfil your purchase requests



Customer Experience Cookies (Analytics, Customisation & Tracking)

These types of cookies help us to provide you with a good experience when you browse our Sites
and allow us to track your experience between different devices to improve our Sites or the way we
provide our service to customers.


Advertising Cookies

Some cookies are used to provide you with information or offers from Thomas Cook companies or
third parties that may be of interest to you. Web publishers, advertisers and ad networks use
cookies and data to optimise advertising effectiveness, and we participate in cookie-based
exchanges to make this happen. Our cookie based advertising activity will broadly fall into the
following areas:
Third party adverts on our Sites and social media: This type of advertising is intended to provide
you with a selection of products/services that you’ve viewed on other third party websites, or social
media channels, which are presented to you by our agency when you visit our Sites or social media
channels. The adverts may feature variations on the products/services that might be considered
relevant to your browsing history on these other third party websites.
Thomas Cook adverts on third party websites: This type of advertising is intended to provide you
with a selection of related products/services that you’ve viewed on our website, which are
presented to you by our agency when you visit other selected websites or social media channels. The
adverts may feature different Thomas Cook products/services that might be considered relevant to
your browsing history.
We use advertising solutions delivered by Google DoubleClick for Publishers (DFP) and Criteo to
serve you these advertisements. Where we share data for the purposes mentioned above, it is
encrypted and does not include your name.
Viewing Cookies
This list identifies the main cookies set by our websites, and what each is used for.
Category: Advertising and Marketing

Type: Doubleclick
Description: These may be set from a few different domains, including google.com,
doubleclick.net, googlesyndication.com, or googleadservices.com, or the domain of our partners’
sites. Some of our advertising products enable our partners to use other services in conjunction
with ours (like an ad measurement and reporting service), and these services may send their own
cookies to your browser. These cookies will be set from their domains.
These cookies are used to allow us to track the adverts that users click on to reach the website
and assist us in showing you customised adverts when you visit other websites. You can find
more information about this type of advertising at www.youronlinechoices.com where you can
also find information about how to control your online behavioural advertising preferences and
options to turn off behavioural advertising for individual companies (Please note turning off
behavioural advertising will not stop you seeing advertisements online or stop cookies being
used. You should follow the instructions at www.aboutcookies.org to adjust the privacy settings
on your web browser if you wish to turn off cookies).
The DoubleClick Floodlight Counter tag allows us to count the number of times that users have
visited a particular page after seeing or clicking one of their ads.
DoubleClick uses cookies to improve its advertising. Normally it is used to guide advertisin g
according to relevant contents for users, improve campaign performance reports and avoid
advertising that user has seen before. DoubleClick’s cookies do not contain information about
personal data.
Summary of cookies:
Name Purpose

Lifetime

Registers a unique ID that identifies a returning user's device. The ID is used for targeted Expires
ads. Sometimes, cookies contain an additional identifier seemed to cookies’ ID, such after
identifier is used to identify an advertising campaign which has been sent to a specific years
user but DoubleClick does not keep personal data information in the cookie.

2

DSID Used by Google DoubleClick for re-targeting, optimisation, reporting and attribution of Expires
online adverts.
after
hour

1

This cookies allows for relevant advertising, based on your visit to our website, to be Expires
displayed on other websites.
after
years

2

id

IDE

Category: Analytics
Type: Google Analytics
Description: These cookies are used to collect information about how visitors use our site. We
use the information to compile reports and to help us improve the site. The cookies collect
information in an anonymous form, including the number of visitors to the site, where visitors

have come to the site from and the pages they visited. Understanding how customers use our
website, enables us to identify what needs to be improved on the website to better serve our
customers. Read about Google privacy overview at Google Support.
Summary of cookies:
Name Purpose

Lifetime

_ga

This cookie is used by google analytics to distinguish users on the website. Expires after 2 years

_gid

This cookie is used by google analytics to distinguish users on the website. Expires after 24 hours

__utma Used to distinguish users and sessions. The cookie is created when the Expires after 2 years
javascript library executes and no existing __utma cookies exists. The from set-up or update
cookie is updated every time data is sent to Google Analytics.
after
30
__utmb Used to determine new sessions/visits. The cookie is created when the Expires
javascript library executes and no existing __utmb cookies exists. The minutes from set-up or
cookie is updated every time data is sent to Google Analytics.
update
__utmc Not used in ga.js. Set for interoperability with urchin.js. Historically, this Session based cookie
cookie operated in conjunction with the __utmb cookie to determine that expires when your
whether the user was in a new session/visit.
session ends or you
leave our site.
__utmv Used to store visitor-level custom variable data. This cookie is created Expires after 2 years
when a developer uses the _setCustomVar method with a visitor level from set-up or update
custom variable. This cookie was also used for the deprecated _setVar
method. The cookie is updated every time data is sent to Google Analytics.
__utmz Stores the traffic source or campaign that explains how the user reached Expires after 6 months
your site. The cookie is created when the javascript library executes and is from set-up or update
updated every time data is sent to Google Analytics.

Declining Cookies
PLEASE NOTE:
1. If you choose to remove cookies, parts of website you are on may not work properly or your
use of the website may be impaired.
2. If you choose to use thewebsite you are on without declining any non-essential cookies,
then your use will constitute implied consent to the non-essential cookies that are set.
You can accept or decline advertising, and customer experience (analytics, customisation and
tracking) cookies at any time by using the ‘Manage Cookies’ link above.

You can opt-out of third-party advertising networks using your information for interest-based
advertising. Our Sites participate in Google DoubleClick for Publishers (DFP) partner network, you
can opt-out of this here: Google Double Click Opt Out
You will need to opt-out on each device you use to access our Sites.
Your information will not be shared with our third party advertising network partners for the
purpose interest-based advertising if you opt-out, however, you will continue to receive interestbased advertising from Thomas Cook and its business partners when using one of our Sites.
Please note these opt-out mechanisms use a cookie on your device, and if you clear the cookies from
your browser it will ‘forget’ the opt-out.
Alternatively, you can review cookies by accessing the preference panels from your browser's main
menu (usually found under ‘Edit’, ‘Tools’ or ‘Options’). Do not track (DNT) is a feature offered by
some browsers, with some newer browsers offering it as default. If you enable it, it sends a signal to
websites to request that your browsing isn't tracked, for example by third party advertisers or social
networks, or analytic companies. No industry-wide agreed standard to determine how DNT
requests should be managed has been put in place, so our Sites don’t currently support DNT
requests. Until that standard is established, we'll continue to review DNT and other new
technologies, but won't respond to DNT requests.

Changes to this Privacy Policy
Please check this page regularly for changes to our privacy policy, which we may change from time
to time. You can request a copy of a previous version of our Privacy Policy.
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